DAHUA Product Password Reset
o N o T T

IPC&PTZ
NVR YES NO YES YES(NVR2&NVRS5)
XVR YES NO NO YES

VDP YES YES(SIP2.0) YES YES



1. IPC reset password

I P C YES YES YES

Note :Some IPC which have old firmware cannot support E-mail and XML way



1.1 Email reset

* Login to the IP address of camera Password Resetting

e Click “Forgot password”

* Follow the steps

 Download DMSS(mobile application)-Scan this QR code(path : ME-Tool Manager- Password Resetting )

Reset the password(1/2)

SN SK=*****GB60A1

QR code
E) I
Option 1. Please download DMSS and then from
TECHNOLOGY ;
More-Reset Device Password, scan the left QR
code.
Option 2. Please use an APP to scan the left QR
code to get encryption strings. And then send the
strings to support_rpwd@global.dahuatech.com.
Username:
Password: Forgot password?
The security code will be delivered to w***@dahuatech.com
Security code

Cancel ] l Next




1.2. Configtool XML File Reset

Select the IPC you want to reset the password and click reset password
Please choose XML file

Reset Password
ID Configtool 10 C Search Seffing ¥
a

ResetMode QR Code -

Batch Rese! |l Import Resultxml cf
Flease download en from More-Reset device

password, scan the following QR code or send QR scan Security Code
i results to support_rpwd@global.dahuatech.com as the
| NO. Model Type P MAC Version Support Operate attachment.

887016 DSS701 192.168.0.2 efc397e Reset

Mew Password

Weak Medium Strong

Confirm Password

B  PasswordReset : 6 V10 VT02202F 192.168.0.43 08:ed:ed:55:de:13 4.400.0000000.2R

W) $D DH-SDEAES30U-HNI - 192.168.0.221 0:50:80:e5:70:45 2.810.00000004.R

8 IPC DH-IPC-HDBW4231E... 192.168.0.68 e0:50:80:d6:48:95  2.800.0000010.0R 0 =




1.2. ConfigTool XML File Reset

Reset Password

'o Export XML Import XML Modify Password

Flease exportthe password reset requestfile first and then send to your local agent, salesperson or technical support.

Export Path: C:Program Files (x86)ToolBoxApp/ConfigTool/ExportFile xml BrowsePath

;| sprt rpedlodel. st ZR 200505 (BR) 13!

ptl BT
HEA B

3 REReset pasord

ear vlued cstomer,
Your pzsonod ecet i el receve, Plsserefer o theatachment for passwordrestauthrizationdocement The document s valid o oy 72 hours. PLEASE YEEP 7 CONPIDENTIAL. Conttyour el eller o senvic engineerfor hel f tereis any problem. Thankyoufor

Jour sggart
Tisemal andanyinformation fransmitd witht e confidental andntended soleyfor te s ofte ndical or eyt whom they are cdvescd. Fyou bave receved this emall n e, pleac aelet it om your stem. This s postanly el addess tat s

meritreg fr el

Your Dbz Serce Tesm

Dehuz Teehroogy o, L1
it dehuzsecurty.com

Please export the XML file and send the XML file to
support_rpwd@global.dahuatech.com (Dahua
firmware);support_gpwd@htmicrochip.com (General
firmware) by Dahua domain email .

Once you got the XML file back, please Import XML
file and modify the password

&> ExportFilexml
| KB

@ result.xml
b KB



1.3. Hardware reset

Please refer to the document in the folder:

* 1.1 IPC all series hardware reset instruction B _
1%4202008;;IPC Hardware Instruction.p

a2

* 1.2 PTZSD card & reset button position 20180808 12 przsp card & reset button position 20180808 pdf



2. NVR reset password

Model Series Email & Questlon Hardware Reset Solution m

NVR1BXX/E Series

NVR2XXX-4KS2 Series Yes
NVR4XXX-4KS2/L Series Yes
NVR4AXXX-4KS2 Series Yes
NVR4XXX-1 Series Yes
NVR5XXX-4KS2 Series Yes
NVR5XXX-1 Series Yes
NVR6XXX- Series Yes

Reset holes
Reset button
Reset button

None
Reset button
Reset button
Reset button

None

NVR1BO8HS-8P/E
NVR2104/2108-4KS2
NVR4108-8P-4KS2L
NVR4816/4832-4KS2

NVR4832-I

NVR5816-4KS2,NVR5816-
16P-4KS2E

NVR5832-I

NVR608-64/128-4KS2

If you cannot find the forgot password option on login webpage ,and the firmware is old ;You can try to calculate
the master password by tool(you can contact with ITR person (luan_jiangang@dahuatech.com)to get the details,

according to the SN and system time of device.



2.1 Email reset

 Click forget password,
. |fdt(fj1e customer didn’t set up email account before, it will have the chance to set the email
address

 Download DMSS(mobile application)-Scan this QR code(path : ME-Tool Manager-
Password Resetting )

Reset Password

ResetType  [Email +]
DTS

SYSTEM LOGIN :
B .‘“ L } - Email Address :] (Toreset password)

Username ‘ admin

Password { 7




2.1 Email reset

If the customer set the wrong email address for account, and forget the password of the email , you can try to
confirm whether there is reset button or holes, you can also use the serial port to reset password

Tool Manager

Reset Password . .
Log in for more services.

TS
Reset Tyé?e L \@:7 Log in Now
SN; ******rexZESAGA Note(For admin only): e
Option 1. Please download DMSS and then General
from More-Reset Device Password, scan the left Tool Managat
QR code.
Option 2. Please use an APP to scan the left QR

Region

code to get encryption strings. And then send
Help and Feedback
the strings to

support_rpwd@global.dahuatech.com.

@ About

The security code will be delivered to 2***@qq.com.

Securitycode [ : ,




2.2 Serial port reset

* How to use the CRT to reset the Password for NVR4 and 5 series.

E)

2.1 How to use the CRT to reset the Password for NVR.pdf



2.3 Hardware reset

Product

NVR

Hardware reset
supported series

NVR1BOO/E
NVR2000-4KS2
NVR4000-4KS2/L
NVR4000-4KS2
NVR4000-I

NVR5000-4KS2

NVR5000-I
NVR®6 series

Hardware
Reset Solution

Reset holes NVR1BO8HS-8P/E
Reset button NVR2104/2108-4KS2
Reset button NVR4108-8P-4KS2L
None NVR4816/4832-4KS2

Reset button NVR4832-|
NVR5816-4KS2,NVR5816-16P-

Example

Reset button

4KS2E
Reset button NVR5832-I
None NVR608-64/128-4KS2

Reset button

Operation steps:

1. Press the reset button

2. Power on the device while the reset button is pressed

3. Continue to press the reset button for more than 5s

Tips:

1. After the device restarts, the device will achieve factory default automatically,
which is consistent with the factory default options in the software.

2. The program will be restored to the current version of the firmware, and will
not be restored to the version when the product leaves the factory .

3. The factory default function just clears configuration, and the system version
will not be changed. For example, if the customer upgraded the language pack of
the program, then long pressed the reset button, the language of the device will

not be changed after it reboots.




4. XVR Reset password

XVR XXXX-I YES Reset button
XVR XXXX-X YES Reset button
XVR XXXX-S2 YES Reset button
XVR5XXX-4M/4KL YES Reset button

If you cannot find the forgot password option on login webpage ,and the firmware is old ;You can try to calculate
the master password by tool(you can contact with ITR person (luan_jiangang@dahuatech.com)to get the details,
according to the SN and system time of device.



4.1 Email reset

* Click forget password,

* if the customer didn’t set up email account before, it will have the chance to set the email address
* Follow the steps, option 1 and option 2

* Option 1: download the IDMSS app and scan the QR code

e Option 2: using app to scan the QR code and send to DAHUA technical engineer

Reset Password

SYSTEM LOGlN . ﬂ P . | Reset Typea\\’_E: fil . |
Err ‘x¥ ¥ by Email Address (Toreset password)

Username ‘ admin

Password ( i




4.2 Hardware reset

XVR/CVR

Reset
-S2
XVR-5 button
Reset
XVR -4M/4KL
>000 / button
VR-X Reset
button
VR | Reset
button

Reset button

Operation steps:

1. Press the reset button

2. Power on the device while the reset button is pressed

3. Continue to press the reset button for more than 5s

Tips:

1. After the device restarts, the device will achieve factory default automatically,
which is consistent with the factory default options in the software.

2. The program will be restored to the current version of the firmware, and will
not be restored to the version when the product leaves the factory .

3. The factory default function just clears configuration, and the system version
will not be changed. For example, if the customer upgraded the language pack of
the program, then long pressed the reset button, the language of the device will
not be changed after it reboots.




3. VDP Reset password

| Model | __Email__| Configtool XMLFile
VTO YES YES YES YES

VTH YES YES NO YES



3 . 1 VTO E Mada | I Reset(ifthe customer put the correct email when initializing the device)

1.Access to VTO webpage ,click the forgot password option.
2.Scan the QR code by DMSS (ME-TOOL MANAGER-PASSWORD RESETTING)

3. The security code will send to register E-mail
4.Creat a new password

JEMEIe prosn. 1) Reset the password (3/3)

Scan QR Code: ’E%?w el 4%, B Note(For admin only):

Please use an APP to scan the left QR code to Username admin
get special strings. And then send the strings

to support gpwd@htmicrochip.com.
WEd SERVICERO New Password

low ~ Midde High

Confim
The security code will be delivered to: w***@dahuatech.com

Enter security
code:




3 . 1 VTH E Mma | I Reset(ifthe customer put the correct email when initializing the device)

1.If the customer forgot the password the VTH Project interface ,you can Click the “Forget
PWD” option ,after long press the Setting option more than 6S.

2.Scan the QR code by DMSS and security code will send to register Email.

3. Once receive the security code, you can click “next” and enter the new password with

safe Num(security code).

QRCode Reset Password

Password Vericaion X IS

D000 Sat

Password: — ; >onfirm Pwd
ForgetPWD &

Monitor




3.2 VDP Reset password by XML file

The process is same as resetting IPC password by XML file ;
Please export the XML file and send the XML file to support_rpwd@global.dahuatech.com (Dahua
firmware);support_gpwd@htmicrochip.com (General firmware) by Dahua domain email .

Once you got the XML file back, please Import XML file and modify the password

w Configtool 1 ' X

[B  WodiyP
Batch Reset [l Import Resultxml Search Reset Password X
- Export XML Import XML Modify Password
[] NO. Model Type P MAC Version Support Operate 9 a : Nodly
1 DSS7016 DSS701 Reset
DSS7048  DSST04 Resst Please exportthe password reset requestfile first and then send to your local agent, salesperson or technical support.
NVR-P NVR-P Reset
Export Path: C:/Program Files (x86)ToolBax/App/ConfigTool/ExportFile.xml
D in... DSSWir Reset
5 D in... D85 Wir Reset
Password Reset D 6 VTO VT02202F 192.168.0.43 08:ed:ed:55:de:13 4.400.00000002R 5% m. Fesel ]
I A L
D i S0 DH-SDBAES30U-HNI - 192.168.0.221 20:50:8b:e5:70:45 2.810.00000004.R 3% 1) Reset P ExportFile.xml & @) resultxml
B DH-PC-HDBW423E . 192.165.0.68 eD5080:d64895  280000000100R 42 T Reset e e




3.3 VTO Hardware reset

* Press reset button to clear the configuration

 VTO6221E,VTO6441F and VTO6421F have the reset button inside, please open the real
panel, and press the button for 5s, all the configuration will be cleared.

* VTO2000A has the tamper button at the back, press the tamper button 5 times and the
password will be reset

 VTO2101e have the reset button inside, please open the real panel, and press the button
for 8s, all the configuration will be cleared.

* VTO1210C-X has the tamper button at the back, press the tamper button 5 times and the
password will be reset



3.4 VDP Serial Port

Please refer to the document in the corresponding folder:

a

Clean configuration via serial.pdf

rm -rf /mnt/mtd/*
rm -rf /mnt/backup/*
reboot



4. ASC Device forgot the password

Access Control (Controller)

o] ][ <

l

Brand:
Dahua

Access Series: Communication - *
Control 1: 1000 0: None Door: Appearance:
2:- 2000 1: RS485 01: 1 Door B: Plastic
2: TCP/IP 04: 4 Door C: lIron-box
s 3: RS485/IP 08: 8 Door

Product

Type:

AcAttendance

C: Controller

I: Integrated

R: Reader

M: Module

Door control mode:
5: One-way(Single)
D: Two-way(Double)
H: Master( Head)

T: Slave (Tail)



4. ASC Device forgot the password

2.5 DIP Switch

Operate with DIP switch.

Figure 2-13

N D

TTEELEE

- nthe switch is at ON position, meaning 1.

Uthe switch is at the bottom, meaning 0.

1-—8 are all O; the system is started normally.

1—8 are all 1; the system enters BOOT mode after start.

T. 3. 5 and 7 are 1, while others are 0. €er restart, the system restores factory defaults.
2. 4, 6 and 8 are 1, while others are 0. After restart, the system restores factory defauits,
but user info is retained.

Default IP:192.168.0.2 Default password :123456

1 door ASC :
power on and turn the DIP switch 1,3 to on (1),others
are off(0);

2,4,8 door ASC:

power on and turn the DIP switch 1,3,5,7 to on
(1),others are off(0);

Power off and power on again to restart ,then dial
back after hearing a long beep sound.

How to factory default the ASC1204B-S




5. ASA device /ASI device forgot the password

* Try to reset the password by xml file on config tool; The process is
same as resetting password of IPC;

a

For ASA6214F forgot password.pdf

* AS| device can also reset the password by forgot password option in
web interface ;

a

How to reset the ASI device password.pdf



6. Keyboard forgot the password

NKB 1000 default user admin default password 888888 NKB 3000 default user admin default password admin

NKB 5000 default user admin default password admin




6. Keyboard forgot the password

For NKB1000/3000 if customer forgot the password, try to login by default password ,or according to
the system time, calculate the master password .The calculating tool is same as that one which we use
to calculate the master password of the recorder.

For NKB100O, you can also try to long press ESC button more than 15S, to clean the configurations.

For NKB5000,you can log out first .Then long press the red circle button more than 15S to clean the
configurations.




7.Forget Decoder Password

There are two ways to solve this problem for different models. Meanwhile ,we should tell our
customer if the device reset, the configuration will be cleaned.

* Press the power button on the front panel three times within one second to restore the factory.
(The picture below is for reference only, different models are slightly different)

* Applicable Model:

* NVS0104DH-4K, NVDO105DH-4K. NVDO405DH-4K. NVS0904DH. NVS1604DH. NVDO0O905DH-
4K. NVDOS05DH-41-4K

2.1.2 9-channel 4K High Definition (H.265, with 4 Input Ports) Series
Figure 2-2 Front panel

.1 1-channel 4K High Definition (H.265) Series
Figure mrreees panel _

Table 2-2 Front panel introduction

Narme lcon Function
Table 2-1 Description for front panel Power button.
- Press it for 3 times within 1 second to restore
Name Icon Function
Power button (45 )] default password .
Power button. - Press it for 5 times within 1 second to restore
e Press it for 3 times within 1 second to restore factory default seftings.
Power button ' default password. Power indicator The indicator is on after system boots up.

e Press it for 5 times within 1 second to restore
factory default settings.

- The network indicator glows blue when
abnormal network ewvent occurs (offline. IP
conflict and ebtc_ ).

In case of dual Ethemet cards, in multi-address
mode, insert one network cable, and the blue
indicator is on.

MNetwork indicator

Power indicator - The indicator glows after system boots up.

Connact external devices such as mouse, keyboard
and flash drive.

- The network indicator glows blue when abnormal

Network indicator
network event occurs (offline, IP conflict and etc.).

USB port




7.Forget Decoder Password

* Long press the back panel to restore the default button for 10-15 seconds to restore the factory
(refer to the main control board in the figure below)

Applicable Model:

NVD1205DH-4K, NVD1205DH-41-4K. NVD1505DH-4K., NVD1505DH-41-4K. NVD1805DH-4K.
NVD1805DH-41-4K, NVD2105DH-4K. NVD2105DH-41-4K

2.2.2.5 Master Control Board

Figure 2-11 Master control board

Table 2-7 Master control board introduction

No. Name No. Name No. Name
Powe: dicator o
maste control
board
S | 2 - System status 3 USB port
indicator
- PCI-E sm@atus
indicato
< HDMI cutput port 5 Audio talk input port =3 Audio talk output port

Check and Cable Conmnection =]

No. Name No. Name No. Name
2-chammel alam input,
Network port 8 Adarmm clear button 9 1-chamnel alarmm output,

RS—48S port

s 2 port
10 |B 3= o 11 RS 232 senal port = =
sScreen contraol




8.All in One DSS Forgot Password

Address
Access to DSS ip by broswer / DSS Client eg:192.168.1.110

Other users: they are created by system user
Aceess to DSS ip\config by broswer eg:192.168.1.110\config

(& A Not secure | 192.168.0.2/configfuser_tolLoginPage.action

\pps

Config System

Username:

Password:

Interface User Type

DSS daily operation interface User : system Default password:123456
Add device , preview playback , etc

DSS configuration interface User: admin Default password 123456
For DSS system management

* & : (& ANotsecure\portal/login_init.acnon h* g

Reading list ]
eading is pps Re

DS

Digital Surveillance System

Usemame | system|

el /
\ Password
| :
; %
|

User Type Admin7 v



8.All in One DSS Forgot Password

1.Please the DSS model;and confirm if there is small screen on DSS front panel.

2. Please confirm which user forgot the password;
2.1.For other users ;you can login the daily operation interface by system user ,and modify or reset the user password on user management pagi
2.2 For system user :the default password is 123456.you can try to login.

If you cannot login by default password .please plugin the mouse by DSS USB port.
And go to system/settings reset password on DSS small screen. After the DSS rebooting ,you can try login by browser ,using system user,
password 123456.

If you can access to DSSip\config by broswer,user:admin; default password:123456.

Please go to maintenance-Basic- Reset. And try to reset the password.

2. Please confirm which user forgot the password;

2.1.For other users ;you can login the daily operation interface by system user, and modify or reset the user password on user management page

2.2 For system user :the default password is 123456.you can try to login.

If you cannot login by default password .please plugin the mouse by DSS USB port.

And go to system/settings reset password on DSS small screen. After the DSS rebooting ,you can try login by browser ,using system user ,password 123456.

If you can access to DSSip\config by broswer,user:admin; default password:123456.
Quick Guide

Segment Setup

Please go to maintenance-Basic- Reset . and try to reset the password. Server Config — — — I m— I
If forgot the admin user’s password ,try to reset the password by small screen from front panel. Security Setup

Email Server

Please be carsful, system
Storage Config Plesse input password

3.Contact with DT /Repair Center. self-check

System Upgrade Cancel

Advanced Setting

105 Push Certificate



9.ESS forgot password

1.ESS default password is 888888888888.

2.1f customer forgot password ,and he or she is IT person .Download putty or secureCRT or other tools

3.Your ESS should connect the display.

Please confirm your pc and your ESS are same segment .
connect the ESS by putty SSH protocol

the default user is dh_admin password is 666666666666 Enter

Then check the display
select password reset ,Enter ;set the web password is 888888888888

S T b= i BT - B e o ) = k) e -
Configuration Menu

l Svsinto Displaw

2 Password Reset

3 Network Configuration
4q Superuser Login

Z€ PuTTY Configuration
Categorny:
= S_ession I E asic options for your PuT TY session
i Logging = ) —
ST inal Specify the destination you want to connect to
= Termina
I i Host Name [or I[P address] FPort
i - Keyboard
| L.Bell 172125210 |22
i i Features Connection type:
= Window " Raw € Telnet € Rlogin IG SSH I " Serial
i Appearance ;
Bahavicor -~ Load, save or delete a stored session
Translation Saved Sessions
Selection l
COb?” Default Settings Load I
= Connection
Data Save I
Lo Prowy
Lo Telnet &‘I
“ Rlogin
- SSH
- Serial Close window on exit:
T Always  © Hever " Only on clean exit
Sbout | Open I LCancel




10.Smart PSS forgot password

SMART PSS | @/hua

= admin

P2 Remember Password Auto Loegin

When you used the smart pss first time ,you should  togin
configure the password reset questions

If you remember the answers , you can find reset the
password by the answers . Ao Heas

.' Please answer these security questions!

If not ,please delete the smart pss and reinstall it again .

Question 1 What is your favorite children's book?
Answer

CQuestion 2 What was the first name of your first boss?
Answer

Question 3 What is the name of your favorite fruit?

Answer




